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OWASP Security Risks 
Introduction
Central to any web-based commerce venture is the business' web application security. The global kind of internet and connectivity gives away properties of a web to be under attack from various diverse locations. The assaults on web properties are of multiple levels and intricately different. Web services providers, therefore, seek to ensure the safety of web application and security is guaranteed to prevent or minimize the risks. The Open Web Application Security Project provides impartial and realistic information concerning web and application security. In 2017, OWASP compiled the top 10 security risks; the compilation served to avail developers and professionals with information on easily exploitable vulnerabilities in web applications. Security risks are vulnerabilities that can be exploited to achieve database manipulation, network disruption, installation of malware, or taking over of web servers by attackers (OWASP, 2020).
The frequency of attacks and security risks associated with web servers and the internet necessitates the need for the top ten security risks that are compiled. The online committee also suggests methodologies, documentation, and technologies that are applicable to a web application and web security. The compiled report indicates the security threats that exist, the impact on web server security, and the measures that can be implemented to deal with the security risks. This is a report paper that explores two of the OWASP top 10 security risks. The paper analyses the two risks comprehensively with practical examples. The paper further provides details of a recent security attack and its implication on internet safety. The report paper also provides practically tested and proved solutions to prevent and deal with web application attacks. The report paper explores Broken Authentication and Session management as one of the OWASP top 10 security risks. The other security risk that is explored is the Sensitive Data Exposure risk.
Broken Authentication and Session Management
Broken authentication is one of the top 10 OWASP security risks. The risk comes along when application functions that are put in place for purposes of authentication and management of sessions are not handled correctly and with precision (OWASP, 2020). The incorrect handling of application functions enables attackers to steal and the user's login details, sessional tokens, and cookies, to perform the roles of the user. The attacker exploits the flaws in place to be granted unauthorized access to the website and to pry on private information. Consequent to this, the attacker may steal information from the site, alter website content, or even change the login details to cut off the user from accessing the website entirely. The stateless protocols on which applications operate on do not retain user activities, and the servers, therefore, generate sessions to keep track of the user's activities. The sessions have unique session IDs and are stored on the web servers. The user activities are stored as cookies in the user systems. The cookies are vital for the remembrance of the user's login details, activities, last visited pages, and their preferences. 
As a function, authentication in web servers entails the security measure of confirming the credentials of a user and allowing access to the information on the website. When the process of authentication is broken and well managed, attackers may get access to the cookies and falsify identity. The attackers then go-ahead to access the user's activity on the website and other sessional information that might have been stored on the sessions. The information stolen by the attacker may be used on other websites. This is common in matters relating to finances where an attacker accesses login details and log themselves in as the user. The attacker then accesses credit card number, social security information, and access credentials and use them on other websites to make transactions. The vulnerability comes in play when there is a failure to refuse automated attempts, such as the brute force attack. Permitting website users to have weak or shared passwords creates vulnerability. The measures to recover lost or forgotten credentials may create the weakness—the act of a session remaining active even after the user has exited the website.
Practical Examples
There are several practical examples where an attacker exploits the weakness in the authentication process. An example is where a user uses a public computer to access a website. The user closes the website and leaves without logging out of the website. Hours after the user closes the website and the session will still be active. This implies that another person can access the session and use it as the original user and be granted access. Vulnerability may occur when a website enables for rewriting of the URL. The website application then includes the sessional ID in the URL. If the user of the website sends the URL as a link to anyone, a person can still access the user's activity because the URL contains the session ID. Hashing and salting of passwords are important to ensure more security to credentials. There are web servers that do not hash and salt login credentials well, in case an attacker accesses the credentials, and it is easy to decipher the passwords. 
Details of an Example of a Recent Attack
The smart locks developed by Tapplockis a recent example in which vulnerabilities in internet login authentication and risks in web servers can be exploited. The smart locks are fingerprint supported and have Bluetooth connectivity (Tapplock settlement, 2020). There existed API vulnerability in the smart lock and the storage of personal information and who can access the information. The connectivity between the smart lock and the user is over the internet. The app to lock internet connectivity and the storage of data posed major security risks. 
The attack Explanation
Attacks of the smart locks and their connectivity created a possibility of accessing user personal information. Attackers used the unencrypted Bluetooth connectivity to intercept information between the lock and the app that the user installs. The HTTP connectivity enabled attackers to intercept the data being shared and to control the locks. The lock system allowed for an attacker to bypass the authentication process and access information on a lock and user. The attacker would be granted access to the accounts of all locks and has the ability to lock or unlock the smart locks that were in the surrounding location. Vulnerability was identified whereby, and a user cannot revoke access to another party from the lock (Tapplock settlement, 2020). This was evident in scenarios where a user lends the lock to another party, and the user will still have access to the lock and its connection. The new party will also be able to access the personal history of the previous user. The absence of programs to detect the vulnerability facilitated the smart locks' insecurity of data and information. It was also discovered that once a user has logged in to their user accounts, the users can, with the ID number of another account owner, could gain access to any other account.
How it was discovered
The Federal Trade Commission received complaints from users of security and privacy invasions through their smart locks purchased from Tapplock. The commission challenged the organization to prove the privacy and security claims of Tapplock on the smart locks and their effectiveness. Researchers, in collaboration with FTC, endeavored, and conducted research on the smart locks and established the vulnerabilities in the lock and connectivity between the lock and the app.  

Data compromised
Due to attacks and utilization of vulnerabilities existing on the connection to smart locks, a number of data and information were compromised. The access to individual information and personal information was enabled from the lock and their connectivity. The personal information included names of the user, profile pictures, location, email addresses, history, and the present location of the smart lock.
Countermeasures
Several countermeasures can be used to detect and to minimize the security risks. The web administrators should ensure that login credentials are up to a certain length, the longer the login passwords, the harder it will be to guess or during security attacks. The users should have complicated passwords that comprise not only letters but other characters and conventional symbols (OWASP, 2020). In case of wrong attempted logins into a website or user's account, the failure to authenticate responses should not indicate which sections of the login details; this makes it hard for attackers to identify which sections of the passwords need to be altered. Web servers should ensure that brute force attacks are not successful. The administrators should disable the accounts whose activity suggests a brute force attack. The disabling will give time for users to verify their identity and enhance the safety of their logins and data. It is also crucial that session IDs are not included in the URL (OWASP Top 10, 2020). URL should be rewritten to ensure an attacker does not access another user's session activities and data.
In instances that sessions have not been appropriately closed but left idle for some time, the sessional IDs should automatically timeout. A built-in session manager can be used to generate unexpected sessional IDs every time a user logs in. The cookies that were stored should be invalidated and stored securely to limit access. It is essential that networks for sending authentication details to be encrypted so as not to be accessed by attackers who impersonate users. Internet protocols from which brute force attacks have emanated in the past should be blacklisted and denied access to part of the web servers as a whole (OWASP Top 10, 2020). 
Recommendations
The developers should not misrepresent information on privacy and security vulnerabilities. Third-party assessment of systems is essential to evaluate the privacy and security practices and to ensure that vulnerabilities that exist are addressed.
Sensitive Data Exposure
Of the security risks, exposure of sensitive data is the most common. The vulnerability entails when information that ought to be protected and concealed is exposed and compromised. Confidential user information is compromised and accessed or lands in the hands of an attacker. The vulnerability contravenes the regulations of information privacy. The sensitive data ranges from personal details, account details, pass codes, and medical information. The data exposed may be stored data or data in transmission. Attackers access the info by infiltrating into transmission networks or by accessing storage servers (OWASP, 2020). The data is secured by the use of a secure sockets layer certificate that creates an encrypted link connection between servers and the user interfaces. Vulnerabilities in the transmission of data occur when data to be protected is not encrypted. Encrypted data can also be accessed because of a number of reasons. The reasons include having a weak process to generate keys, means to manage generated keys, algorithms, protocols, cipher techniques, and insecure storage of password salting and hashing strategies (Sensitive Data Exposure Vulnerability, 2020). The effects of the exploitation of this vulnerability are dire and attract many results. 
Practical Examples
There are several ways in which sensitive data can be exposed through the exploitation of existing vulnerabilities. In some scenarios, simple or not hard to crack salting and hashing techniques are used to store and information in a database. If information upload has a law, an attacker is allowed to recover the database containing sensitive data. Using a rainbow table with pre-determined hashes, the attacker can access all the unsalted hashes of the database data. This indicates that even though salted or hashed, simply hashed a graphic processing unit can decipher data. Consequently, sensitive data is accessed from the database and in the hands of the attacker. Another example of sensitive data exposure occurs when data is being transmitted. A website may fail to enforce the transport layer security in all for all of its constituent pages. An attacker monitors the insecure network and may downgrade the network from HTTPS to HTTP. The attacker then seizes the user requests and copies their cookies. The sessional cookies are replayed, thus hijacking the authenticated sessions. Once the user sessions are abducted, the attacker accesses sensitive data that they can manipulate. 
Details of an Example of a Recent Attack
In 2013, a security data breach occurred at the Target Corporation. The hackers attacked and accessed the corporation's system known as gateway servers by using data they illegally obtained from a third-party vendor. The hackers exploited the fact that the Target retailer did not separate systems that handled payments card credentials from the rest of the operational details. The attack led to the exposure of sensitive data and personal information that was stored in the Target servers. Up to 110 million shoppers at the countrywide retail were affected, and their data compromised (Rowe, 2019).  
Attack and how it was Discovered
The attack was a hackers' breach of the security measures that were in place to secure sensitive payment information and personal information. The hackers attacked a server and inserted malware, a file that was infected. The malware was downloaded to the Point of sale terminals of the retailer system and executed. The executed malware downloaded in the target systems commanded the systems and computers to copy and transfer mag-stripe information. The mag-stripe information is obtained from customers during purchases and transacting. The hackers then copied and accessed the personal credentials of the people. The external breach utilized the systems that target utilizes to transfer information to the retailer's Point of sale terminals. Experts blamed the outdated mag-stripes that are on the credit and debit cards. The outdated cards are susceptible to weaknesses of skimming and favored the breach to occur.
The security breach at target was discovered in December 2013 but lasted till January to be confirmed to have occurred. The breach was discovered by Brian Krebs, who blogs on Krebs on Security. Brian Krebs discovered attackers that had many and fresh batches of credit cards in underground internet operations. The credit card batches caught his attention, and he used his sources from the banking sector to uncover the security breach. The credit cards were all associated with having been used at Target to make payment transactions between November and December. Krebs proceeded to inform Target on the breach and a publicized a revelation post on his blog.


Data Compromised
The breach led to credit and debit card credentials of 40 million users, and the sensitive information amounting to 70 million was accessed and stolen. The customer service database was also exposed. The database had the names of the customers, the telephone information, email addresses, among other encrypted data.
Solutions
Countermeasures
Countermeasures are applied to security risks to increase the security of the system and minimize vulnerabilities. The first countermeasure is to identify categories of sensitive data that the system stores or shares. Networks mustn't unnecessarily store sensitive data that may be exposed. If need be, ensure the use of tokenization that complies with payment services. Developers should encrypt sensitive data and define who can access the data and how. Sensitive data should be limited to many people to access and share. The encrypted data is safer and harder for attackers to decrypt and access. This also ensures that only legitimate groups access the data. Directives like HTTPS make it hard for attackers to intercept sensitive data that is in transit, the data cannot be copied or downloaded. Cipher prioritization by the web of encrypted data increases the security measures on sensitive data. As a countermeasure, the development of web servers should entail updated and sophisticated algorithms, network protocols used, and keys that are utilized (Shu et al., 2017). There should also be a proper evaluation of the keys and protocols periodically.
Various independent professionals must accomplish the verification of the efficiency of system security. It is easier to detect security risks and debug errors. Databases that are used to store hashing and salting and hashing functions for login credentials should be strengthened, and their safety enhanced. Delay factors like scrypt and bcrypt should be used to enhance the security of the databases further (Sensitive Data Exposure Vulnerability, 2020). Delay factors increase the security of the database and eliminate a majority of the existing vulnerabilities. 
Guidelines
There are several guidelines that web developers and security providers should take into consideration to prevent security breaches. The guidelines address the underlying risks and vulnerability in data systems. The developers should enhance their monitoring of access to operations and system activities. Developers should install white listing applications to identify and prevent the installation of malware. Firewall rules should be strengthened and improved to increase efficiency. Businesses and developers should try to segregate systems that have sensitive data from other systems to ensure that attacks focused on their systems do not expose sensitive data. Developers should limit third party access to systems that contain sensitive data. This works to reduce the possibilities of attacks and outside intrusion of systems and web servers. There should be an expansion of the implementation of two-factor authentication of access and login credentials (Shu et al., 2017). Two-factor authentications further beef up the security of the system. Operators of systems should be informed on login details rotation; this ensures that system encryptions are not easy to decrypt.
Conclusions
Internet connectivity is one of the essential tools that business corporations utilize to improve storage and transfer of data and information. However, security and vulnerabilities existing on the internet and the presence of attackers that are ready to capitalize on the vulnerabilities make the internet use aninsecure space. The OWASP top 10 security risks list the majority of the risks that are mostly encountered in the use of the internet. Web developers should ensure that they take into consideration the risks posed by authentication of access and exposure of sensitive data. The risks of impersonation of attackers as users and accessing their session activities and accessing their confidential information. Broken authentication and unauthorized access to sensitive data is a security measure that endangers storage and transfer of information. The effects accruing from the exploitation of the vulnerabilities of the can be severe and long-lasting. The law regulates how the handling of sensitive data and user privacy should be done. Developers must implement the methodologies and guidelines that are provided by the Open Web Applications Security Project. 
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